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1.4.3 Progress Energy Florida (PEF) 
PEF appropriately places an emphasis on protecting confidential customer information. 

The company’s procedures and employee training programs provide detailed and specific 
guidelines on safeguarding infonnation. The company secures its facilities and work units to 
deter unauthorized access. Along with strong policies and procedures regarding confidentiality, 
the company’s Infomiation Managemcnt division has emphasized reducing the company’s 
exposure to internal and external security threats. 

1.45 ‘Tampa Electric Company (IEC) 
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Florida Investor-owned utilities have programs designed to safeguard sensitive customer 
infoimation. These programs are multifaceted, combining written policies, employee 
procedures, and nianagement or supervisory practices. A vaicty of virtual and physical 
safeguards round out the data security system found in each company. 

This chart summarizes each company’s security policies, practices, and initiatives. These 
voints are discussed in more detail in each resDective comDanv chaDter. 



Florida investor-owned utilities collect, use, and mask a vanety of sensitive customcr 
infonnation. Collection, use, and masking of infomlation in each company is controlled and 
safeguarded by a combination of written policies, employee procedures, and management 
supervislon practices. Virtual and physical security measures in each company round out the 
system designed to protect the data The following chart summarizes the information each 
company collccts, uses, and masks. 

_____ 
Date of Birth- 
Credit Card lnt'o 



Attachment-B (DR-1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR-1) 
Undocketed 



Attachment C (DR-1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR-1) 
Undocketed 



Attachment D (DR-1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR- 1)  
Undocketed 



Attachment F (DR-1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR-1) 
Undocketed 



Attachment G (DR-1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR- 1) 
Undocketed 



Attachment H (DR-1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR- 1) 
Undocketed 



Attachment J (DR- 1) 

REDACTED 

PEF’s Responses to IOU Data Security Review Request (DR- 1) 
Undocketed 



Response to Data Request 2 

REDACTED 

PEF’s Responses to IOU Data Security Review (DR-2) 
Undocketed 



__ 
Ref 
No. ___ 
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Task 

o\wrall system data 
integrity. Evaluate the 
company’s approach to 
reducing these risks 
and the overall impact 
on ~ e r  fo mi atic e 
Doc 11 men t the i n t em a1 
controls establisl~ed by 
the company to protect 
its overall system 
integrity . Eva 1 u a t e t 11 c 
adcq~iacy of these 
controls 

Assess the adcquacy of 
the m a n  a eem ent 
control system for 
measuring, rcporting, 
and monitorincr data 

Audit 
Hours 

Bureau of Regulator 
Progress - IOU Data Security Review 

5 t a 11 d a rd 

;liould evaluate the risks and 
develop a model to reduce and 
nercome these risks. The 
company should evaluate how 
these risks impact and inhibit 
merall Performance. 
Management should develop 
intmial controls based on thc 
risks associated with its system 
integrity. These controls 
should allow the company to 
reduce its exposure to potential 
loss of infoniiation. 

Management shou Id 
continually monitor the 
company’s compliance with its 
data security initiatives. The 
company should document 

Audit Botes 

industry to evaluate the risk to the 
company and customer. The 
company provided a copy of its risk 
assessment for customer data- 
“Privacy Audit Initiatives” 

The company does have a series of 
controls to monitor and verify who 
have access io customer 
information. The company 
routinelv verifies its uscr ID access. 

Finding 

2 



C o m p any : 
Area: Data Security I Auditor(s): Coston, Rich 

I 

~~ 

Workload Control #: PA-07-05-005 
File Name: Document Summary two- PEF.doc 

Document #: 2.1 
Date Requested: 
Date Received: 
Comments: (Le., Confidential) 

ALL 

CLAIMED 

CONFIDENTIAL 

Document #: 2.2 
Date Requested: 
Date Received: 
Comments: ( ix . ,  Contiden tial)  

Document Title and Purpose of Review: 
Please explain how the company complies with requirements of: 

a. FACTA (Fair and Accurate Transactions Act) 
b. Right to Financial Privacy Act 
c. Drivers License Protection Act 
d. Consumer Infoi-niation and Records Disposal Act 
e. Hcalth Insurance Portability aid Accountability Act of 1996 
f. Florida Statute 8 17.5681 

L .  Plcasc describc how PEF ensures compliance by its third party customer service vendors ard its affiliakd 
company with the above mentioned acts? 

Surnmarv of Contents: 

~ ~~ 

Conclusions: 
Data Request(s) Generated: 
No. Description: 
No. Description: 

Follow-up Required: 
Document Title and Purpose of Review: 

2. Please describe how PEF ensurcs com7liance by its third party cuslomer service vendors and its af’flliatcd 
company with the above mentioned acts? 



Document #: 2.3 
Date Requested: 
Date Received: 
Comments: (i.e., Confidential) 

ALL 

CLAIMED 

CONFIDENTIAL 
I 

Date Requested: 
Date Received: 
Comments: (i.e., Confidential) 

Conclusions: 
Data Requestts) Generated: 

N O .  Description: 
No. Description: 

Follow-up Required: 
The response to DR-1, Q-13 cited no customer-initiateri complaints or allegations regarding security of 

Please provide incident details and remedial action specifics of companv-discovered sensitive data. 
security breaches from January 2005 through the present for: 

a. Customer credit card information 
b. Customer bank account inforniation 
c. 
d. Customer drivcrs License Number 
e. 
f. 

Customer Social Security Account Number 

Theft / loss of company laptop computers 
Theft / loss of company portable storage (CD, disk, hard drive, etc) 

Conch sion s : 
Data Request(s) Generated: 
No. Description: 
No. Description: 

Follow-up Required: 
Document Title and Purpose of Review: 
Is there currently a policy regarding introduction of personal electronic equipment into the workplace (e.g. 

cameras, voice recorders, camera-equipped cell phones or PDA devices, flash / jump drives, etc). If so, 
please provide a copy of the policy. 



Document #: 2.5 
Date Requested: 
Date Received: 
Comments: (Le., Confidential) 

Collect Mask Collect 
customer or custoincr 

SSAN encrypt Drivers Lic 
SSAN ti ALL 

Mask or Collect Mask or Collect Mash or Collect 
encrypt bank acct encrypt credit encrypt d m  of 

DL I# info bank info cdrd credit birth 
info card info 

CLAIMED 

CONFIDENTIAL 

Document #: 2.6 
Date Requested: 
Date Received: 
Comments: (i.e., Confidential) 

Zonclusions: 
Data Requestts) Generated: 
No. Description: 
No. Description: 

Follow-up Required: 
Document Title and Purpose of Review: 

Please complete the chart below, indicating the applicable current programs or procedures with an “X” in 

Mask or 
encrypt 
date o f  

Conclusions: 
Data Request(s) Generated: 
NO. Description: 
NO. Description: 

Follow-up Required: 
Document Title and Purpose of Review: 
Please provide the number of associates in the company, holding conipany, and affiliated company who h a w  

access to customer: 
a. full Social Security Number 
b. maintained Banking/credit card inforniation 
C. date of birth 

Summar of Contents: 



Document #: 2.7 
Date Requested: 
Date Received: 
Comments: (Le., Confidential) 

ALL 

CLAIMED 

CONFIDENTIAL 

Document #: 2.8 
Date Requested: 
Date Received: ’ Comments: (i.e., Confidential) i 

I 

Document #: 2.9 
1 Date Requested: 
1 Date Received: 

Conclusions: 
Data Request(s) Generated: 
No. Dcscription: 
No. Description: 

Follow-up Required: 
Document Title and Purpose of Review: 
Please provide the number of contracted third-party associates who havc access to customer: 

a. full Social Security Number 
b. maintained Banking/crcdit card infomation 
C. date of birth 

Summary of Contents: 

Conclusions: 
Data Request(s) Generated: 

No. Description: 
No. Description: 

Follow-ur, Reauired: 
Document Title and Purpose of Review: 

assist with PEF customer inquires 
Please describe how the company monitors the deposal of customer infomation for affiliated associatcs who 

Conclusions: - 
Data Request(s) Generated: 
No. Description: 
No. Description: 

Follow-up Required: 
Document Title and Purpose of Review: 
In DR 1 response attachment J, please describe the chart and explain the reasoning and impacts of t h e  

“Business Continuity” percentage reporting as off-target. 



. 

Zomments: (i.e., Confidential) 

ALL 

CLAIMED 

CONFIDENTIAL 

I Conclusions: 
Data Request(s) Generated: 

N O .  Description: 
N O .  Description: 

Follow-up Required: 
Document #: 2.10 
Date Requested: 
Date Received: 
Comments: (i.e., Confidential) 

Bureau of Performance Analysis 
i :\brr\audi t formsU fi cld\docunient 

Document Title and Purpose of Review: 
Has all of the action plans for the December 2006 audit been completed? If not, please providc a status and 

new target complction date. 

I Conclusions: 
~ ~~~~~~ 

Data Reques t(s) Generated : 
No. Description: 
No. Description: 

Follow-up Required: 
~ 

summary and control log.doc 
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_ _  .- ___ __ . . . . . ,. .- _ _  . -. . . . . ._ .. . . . 

Bureau of Performance Analysis 
i Interview Summary 

C o n i p n y :  __ Progress Energy-Florida 

Name: 
Elaine McCallister, sr. Financial Analyst, Customer 
Services Operations 

In tc iv i ew N 11 tn b cr : 
File Name: 
Date of  Interview: Augis t  8, 2007 
P EF C 1 canv a t c r- B a yvi ew o Ffi ces 
CleamWx, FL 

(1 )  Purpose of Interview: Gain an understanding of PEF's initiatives and policies conceming Data Security. 
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